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Welcome Back The OTP Trust will now be producing a monthly handy guide for parents
to help them navigate the technology their Children are using .
In this addition we Have compiled some handy Tips about

Using Google chrome books, Things parents should know about Tik Tok, Snapchat and
influencers.

This update will feature resources by the National Online Safety organisation.
we also have links on our Trust e safety page to provide more general guidance



At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many devices which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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Google Chromebooks were first introduced in 2011 as a budget-friendly alternative to Windows laptops. They have a

cloud-based desktop operating system created by Google that performs internet-based tasks simply and quickly.
Although primarily optimised for Google apps — such as Gmail and Google Drive — newer devices also support Android apps
and offer a range of parental controls via the Google Family Link tool. Nonetheless, whilst these tools are comprehensive,
there are some limitations which means there are a number of risks trusted adults should be aware of.

Q. SETTING UP
SET UP FAMILY LINK

To do this, first install the “Google Family
Link” app onto your smartphone to set
up an account for your child. If you're
settin? up a new account, it's important
you follow the setup process and sign

in with your parent account, as this
has access to special privileges. Once
this is done, you can add your child’s

. account to the Chromebook.

" DISABLE GUEST MODE

If “Guest mode” or the ability to add
new users is available, your child
may be able to bypass the 4
. Chromebook’s parental controls. To disable
. this, sign into the Chromebook with your
parent account, head to “Settings > Manage
other people” and turn on “Restrict sign-in to
the following users” - from there, you'll be
able to turn off the “guest browsing"” feature.

SET UP PARENTAL CONTROLS

i Inyour child’s account, head to DR
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. setup”to begin the process. This will
. confirm the child's account you want ~
to enable parental controls for and

will list the devices that can be
protected. You’'ll then be asked to enter
the email and password, before being
prompted to ask your child to confirm
the supervision via their password.

¥ ONLINE, ALL THETIME

. “settings > People > Parental controls ~ M\
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WHAT ARE THE RISKS?

As “internet-first” devices, Google Chromebooks ‘
are reliant on a Wi-Fi connection, with only limited
support for offline tasks. This means your child has
access to the internet at all times, with an enduring
risk of being exposed to online harm, particularly as
Family Linkis only able to block most inappropriate
content. Even if your child isn’t searching for
inappropriate websites and information, there's
always the chance that they might see something
that could upset them.

ADDICTINE NATURE

Like most technology, laptops are

addictive in nature, and you might find

your child spending too Ion? staring at

their Chromebook - particularly given

its support for Android apps, such as games
and social media platforms. This could lead to
irritability, mood swings and a loss of interest in
more important tasks.

BEWARE OF MALWARE v

Although Google’s Chrome OS features a

number of built-in security measures, that

doesn’t fully eliminate the risk of malware, which
can be downloaded onto the machine via phishing
emails or from downloading malware-laced
content. This should be a particular concern if your
child is taking their laptop into school, as the
malware could find itself entering the school’s

network and infecting other pupils’ laptops. <

child’s Chromebook

Store and the Google Play Store

Disable Incognito Mode so Kou can always
- track what sites your child has been on.

Meet Our Expert

Carly Page is an experienced technology journalist
with a track record of more than 10 years in the
industry. Previously the editor of tech tabloid The
Inquirer, Carly is now a freelance technology
journalist, editor and consultant.
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Disable guest mode and control who can sign into your Manage the websites your

children can visit on Chrome

Restrict or block access to apps from the Chrome Web Check Famil

sexually explicit and violent sites from being shown to children

us/blog |

ments/introducing-family-center-and-supervision-tools | https://aboutinstagram com/enius/blo .
ncements/introducing—reels—ond—

Kttps//aboutinstagram-com/bIog/announcements/introducing-family-center-and-supervision-tools | https://about.instagram.com/blog)

Limit your child’s ability to
grant permissions to websites
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Link to ensure the Chrome browser default is set to block

Set bedtimes, screen-time limits, and lock devices when not in use

n /NationalOnlineSafety @nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 24.08.2022



At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feelitis needed. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

Whati{ParentsiICarersINeeditoKn ow about

Snapchatis an instantimessaging app which allowsjusers to send images, videos and texts'to
people in their friends'list. One of Shapchat’s uniqueifeatures is that pictures and messages
‘disappear’ 24 hoursjafter they've been viewed; howeyver; this content isn’t as temporary as many
believe — with some users saving screenshots or usinglanother device to take a photo of their
screen. This year, Snapchat added ‘My Al': a customisable chatbot with which people can chat and

WHAT ARE

THE RISKS?
share

CONNECTING - B
| WITH STRANGERS @01

Even if your child only connects with

eople they know, they may still get
riend requests from strangers. The
Quick Add option lets users befriend
people the app recommends — but
these ‘friends’ are merely a username,
which could have anyone behind it.
Accepting such requests reveals
children’s personal information
through the Story, ShapMap and
Spotlight features, potentially putting
them at risk from predators.

~ EXCESSINE USE

Snapchat works hard on user
engagement, with features like
streaks (messaging the same
ﬁerson every day to build up a

igh score). Spotlight Challenges
tempt users into spending time
producing content in search of
cash prizes and online fame, while
it’s easy for children to pass hours
watching Spotlight’s endless scroll of
videos.

' INAPPROPRIATE CONTENT

Some videos and posts on Shapchat
aren't suitable for children. The
hashtags used to group content are
determined by the poster, so even an
innocent search term could still yield
adge—inappropriate results. The app’s
‘disappearing messages’ feature also
makes it easy for young people
(teens in particular) to share &
explicitimages on impulse — so '&
sexting continues to be a risk /«&\I
associated with Snapchat. @ 4

y.

secrets, as well as asking for advice andisuggestions of places to visit.

ARTIFICIAL
INTELLIGENCE

MK Al is Snapchat’s new chatbot,
which replies to questions in a
human-like manner. However, the
! software is still in its infancy and has
> significant drawbacks, such as biased,
. incorrect or misleading responses.
There have already been numerous
reports of young users turning to Al for
medical help and diagnoses, which
could be inaccurate and therefore
potentially dangerous.

i
ONLINE PRESSURES

Although many of Snapchat’s filters
are designed to entertain or amuse,
the ‘beautify’ effects on photos can set
| unrealistic body-image expectations -
creating feelings of inadequacy if a
young person compares themselves

unfavourably with other users. I
Sna?chat now also has ‘priority’ v
notifications (which still get displayed
even if a device is in ‘do not disturb’
mode), increasing the pressure on
#\ users to log back in and interact.
=3 TEEE G TSl i
Snap Map highlights a device’s
exact position on a virtual map
which is visible to other users. There
are options to restrict who can see
this informatjon: all friends, on(l:}/ you
! (Ghost Mode) or selected friends.
Snapchat also has real-time location
sharing, which is intended as a buddy
system to ensure friends have reached
4 home safely — but which could also be
d used to track a young person for more
sinister reasons.
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f | CHOOSE GOOD CONNECTIONS
w) RREEES. srapchii ot |

| now receive notifications reminding

. them of the importance of maintaining

. connections with people they actuall

know well, as opposed to strangers. This
‘Friend Check Up’ encourages users to
delete connections with users that they
rarely communicate with, to maintain their
online safety and privacy.
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KEEP ACCOUNTS PRIVATE

| Profiles are private by default, but children

may make them public to gain more

followers. Snap Stories are visible to everyone
our child adds, unless they change the settings.

m
TURN OFF QUICK ADD

The Quick Add feature helps people
find each other on the app. This
function works based on mutual
friends or whether someone’s
number is in your child’s contacts list. Explain

to your child that this could potentially make
their profile visible to strangers. We recommend
that your child turns off Quick Add, which can be
done'in the settings (accessed via the cog icon).

CHAT ABOUT CONTENT

It may feel like an awkward conversation
(and one that young people can be
reluctant to have) but it’s im;laortclnt to talk
openly and non-judgementally about sexting. ) ey chal
Remind your child that once something’s online, . On SnapMaps, their location is visible unless Ghost
the creator loses control over where it ends up - | Mode is enabled (again via settings). It's safest not
and who else sees it. Likewise, it's vital that - to add people your child doesn’t know in real life —

children understand that some challenges which especiallx since the addition of My Places, which
become popular on the platform may have | allows other Shapchat users to see where your child
potentiah)y ﬁarmful consequences. i regularly visits and checks in.
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Meet Our Expert

Dr Claire Sutherland is an online safety consultant, educator and
researcher who has developed and implemented anti-bullying
and cyber safety policies for schools. She has written various
academic papers and carried out research for the Australian
government comparing internet use and sexting behaviour of
young people in the UK, USA and Australia.

Sources: https;//help.snapchatcom/hc/en-gb/articles/13266788358932-What-is-My-Al-on-Snapchat-and-how-do-I-use-it | https://values.snap.com/en-GB/news/early-leamings-frol
https://9tobmac.com/2023/04/19/snapchat-live-location-sharing-chatgpt/ | https://help.snapchatcom/hc/en-gbfarticles/ 7012304746644

DISCUSS Al

Although My Al's responses can often give
the impression that it’s a real person, it's
essential that young people remember this ¥
certainly isn't the case. Encourage your child A
to think critically about My Al's replies to o
their questions: are they accurate and v
reliable? Remind them that My Al shouldn’t o
replace chqttin%with their real friends, and

that it’'s always better to talk to an actual
person in relation to medical matters.

BE READY TO BLOCK AND REPORT

If a stranger does connect with your child
on Snapchat and begins to make them
feel uncomfortable through buIIyin%
pressure to send explicit images or by
sending sexual images to them, your child
can select the three dots on that person’s
profile and report or block them. There are
options to state why they’'re reporting that user
(annoying or malicious messages, spam, or
masquerading as someone else, for example).
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 17.05.2023



At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feelitis needed. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

B What;Parents & Carers Need to Know:about

(certain features are
restricted to over-18s only)

platform that lets users create, share and watch short videos ranging

. cmywhere from 15 seconds to 10 minutes in duration. The app galned notorlety for its viral dances,
rends and celebrity cameos and can be a creative, fun platform for teens to enjoy. Nowfdvqllclble in'75

‘Idnguuges,dtlhas!mo e than a billion active usersz;worldwide (qs of spring 2022) and is /most popular

r=16" qgﬁ bracket. In fact, a:2022/0fcom report found TikTok to be the most-used social
medla plutfam for, postlng content particularly among young people aged‘12 to 17.

AGE-INAPPROPRIATE CONTENT /3.2 = - IN-APP SPENDING & a‘

WHAT ARE

THE RISKS?

~ While TikTok’s “Following” feed only : | NS | — i rs have the
displays videos from us omeone \ Tyl « i ins, v 2
follows, “For Yol ream of ¢ 5 / : , I\ . emoji

- based on their previously watch
. Most videos on a child’s

y surface something unsuit 1 to an eye-w
guidelines it the sharing of . » is that they ca

lorin : ﬁr 18s, but it’s po

ith a f%a bll'.‘ dat
g ADDICTIVE NATURE @

not only be a dls ra
young people but could lead to em
inadvertently sharing private content

such as t eir location. >

Ad\nce for Parents & Carers

. - ..
Family Pairing allows parents to link their - Although under-16s will have their TikTok || 'fyour child is using an iPhone or Android
TikTok account with their child’s and control account set to private by default, bypassing | device to access TikTok, you can alter the settings
their settings remotely. Parents can then, for o this settlngbls relatively easy. However, parents to prevent them from making in-app purchases.
‘ example, turn on Restricted Mode (reduclng the have the ability to manually set their child’s We’'d recommend that you enable this feature, as it's

. chances of a child seeing inappropriate content); set M account to private — meaning that their videos | quite easy fora young person - without realising

\ screentime I|m|ts, and manage their child’s ability to won't be visible to strangers and they won’t be what they're doing - to spend a significant amount of
send messages (and to whom). Children can't alter able to exchan?e messages with people who real money buying TikTok coins so they can unlock
these settlngs without parental approval aren’t on their friends list. more features of the app.

DISCUSS THE DANGERS »." READ THE SIGNS

If you're concerned that your child might be spendin ? too
much time on TikTok, or that they’'ve been emotionally affected
by somethmq(mqpﬁroprlate or upsettmthhat they've seen, it's
important to know how to spot the possible signs. Increased
|rr|tab|I|ty and a lack of concentrqtlon are potenthl red flags, as
are failing to complete homework or regularly not ecltlng meals.

If your child wants to use TikTok and you're happy for them to do
so, it’s crucial to talk about the potential risks in this type of app.
For example, ensure they understand not to share any identifying
personal information — and that they realise they could be exposed
to inappropriate content. Thinking critically about what they see on
TikTok can help children become generally more social media savvy.
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Meet OQur Expert

Carly Page is an experienced technology journalist with a
track record of more than 10 years in the industry. Previously.
the editor of tech tabloid The Inquirer, Carly is now a
freelance technology journalist, editor and consultant.

y @natonlinesafety n /NationalOnlineSafety @nationalonlinesafety ¢J® @national_online_safety
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many issues which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

What Parents & Carers Need to Know about

INFLUENCERS

Intoday's digital age, social media influencers play,aniincreasingly;significant role in 'shaping the opinions, interests and behaviours of our,
children. While many of these individuals can have a positive effect, influencer,culture can also present certain risks — such as encouraging
consumerism, affecting self-esteem and blurring trustworthiness’jTo help/ensure/a safe online environment for,young people, it's vital
to maintain open communication, set sensible boundaries;promote alhealthy/selfzimage and teach digital media literacy. Our.
guide delves/deeperintolall/of these:

WHAT ARE T el coua e e V R
THE RISKS?

PRIVACY
CONCERNS ww

Inspired by their favourite
influencers, children may start
sharing more of their own lives
online — which could reveal
personal information or details
about their daily routine. This
openness can put them at risk
of cyberbullying or even
predatory behaviour. This is
exacerbated by live streaming,
which gives young people no
time to consider the potential
consequences of saying too
much.

‘EI

" UNDERMINING
SELF-ESTEEM

Many influencers share
images and videos of
themselves and their activities,
which are often painstakingly
curated and edited to present
an idealised version of their life.
Children who follow these
influencers may develop
distorted expectations about
body image and the concept of
beauty, which can Fotentiqlly
lead to negative self-esteem
and even mental health issues.

HEIGHTENED "
CONSUMERISM ¥ g

A major way that influencers |
make money is through brand
partnerships and sponsored

content. As a result, children

who follow them may be

exposed to a steady stream of /
advertising: this can lead to /
materialistic attitudes,

unrealistic expectations and an = Y
increased desire to have the 3
latest products. Many .
influencers have built huge |
brand empires around their
large, impressionable
following.
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THE SOFT SELL

Some influencers aren‘t
always transparent about
the motivations behind their
Eosts, blurring.the lines
etween genuine
recommendations and
paid-for promotions — and
oung people sometimes find
it difficult to distinguish
authentic content from
advertising. Many major social
platforms have taken steps to
make sponsored content and
ads easier to identify, but it
remains an area of concern.

\ -y
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/  KEEP TALKING

Chat to your child about the content they consume on social
media and the influencers that they like. Encourage them to think
critically about what they see and hear online, and listen to any

T j[er -

l:i SUPPORT A HEALTHY SELF-IMAGE

Reinforce your child’s awareness that real life isn't usuall
&= as picture perfect as it may appear on social media - and how
some content (I;()artlcularly that of influencers) is often curated, staged

concerns they might have. Maintaining this line of open, honest or edited to look more glamorous. If possible, highlight examples of other .
communication can help ?lour child to make informed decisions about influencers who share authentic, relatable material which acknowledges
which individuals they follow and what content they engage with. their imperfections and struggles as well.
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PROMOTE MEDIA LITERACY

Talk to your child about the concepts of sponsored content,
advertising and potential influencer bias. Teach them to critically
evaluate the information they‘re presented with online and to consider

* 4 N

\ Agree age-appropriate boundaries for your child’'s social media use,

"~ including time limits and privacy settings (the two major operating
systems on mobile devices, Android and iOS, have these controls baked
in). Try to keep an eye on your child’s online activity and discuss it the possible reasons behind content creation. This can help young people
regularly with them - including reminding them of the potential risks that develop the skills to make healthier decisions about the influencers they

__ . can arise from following influencers. == choose to follow and the content they consume.
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A former director of digital learning and currently a deputy headmaster and | in
| ®
L4 Safety”

DSL, Brendan O’Keeffe’s experience and expertise gives him a clear insight
" Ji#WakeUpWednesday™§
77— /

into how modern digital systems impact the experience of children, staff and
parents — and which strategies help to ensure that the online world remains
a useful educational tool rather than a minefield of risks.

y @natonlinesafety n /NationalOnlineSafety @nationalonlinesafety ¢J® @national_online_safety
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